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Research on the Security of
Metro AFC System

Yang Ke
(Affiliated Company of Operation, Xi’ an Metro
Company Limited, Xian 710000 )

Abstract: This article describes the probable threats which the
metro Automatic Fare Collection system possibly faces in
terms of equipment, network, system and data. And in view of
these threats the author proposes countermeasures against typi-
cal risks based on the practical experience from the operation
of Xi’ an metro Line 2. This may be of help for the security of
AFC system on future new lines.
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