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Information Security Defense Technology of Subway Signal System

ZHANG Fengxia
(China Railway Shanghai Design Institute Group, Ltd., Shanghai 200070)

Abstract: With the extensive application of new networking technologies, such as self-driving technology, urban rail cloud
technology, and interconnection in urban rail transit, the number of internal and external interfaces of the signal system has
increased. This has resulted in malicious attacks on the system network environment from both the inside and outside. As the
“brain” of the subway, the information security of the signal system is particularly important. By analyzing the overall
network architecture of the signal system, the active and passive defense systems of the information network security of the
signal system are proposed based on the hidden dangers and protection status. A passive defense model based on hierarchical
protection was established by combining existing active and passive defense technologies. In addition, an active defense
model was proposed from three dimensions: security technology, security policy, and security management, which can fully

guarantee the information network security of the signal system.
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Figure 1 Signal system network structure
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Figure 2 Signal system information security active and passive defense system
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Figure 3 Information security passive defense model based
on hierarchical protection
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Figure 4 Active defense model of signal system
information security
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Figure 5 Schematic of signal system network security domain division
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Figure 6 Physical architecture of signal system information security defense system
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