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Advanced Persistent Threat (APT) Detection Technology for
Typical Application Scenarios in Urban Rail Transit

ZHANG Hongjun, LYU Mo, GAO Yang
(CRRC Changchun Rail Transit Co., Ltd., Changchun 130062)

Abstract: To address the challenge of effectively managing APT in urban rail transit scenarios, this paper proposes a method
that combines attack source graphs with deep traffic learning. This integrated approach merges attack reconstruction with traffic
monitoring to facilitate identifying and detecting APT attacks. Experimental results demonstrate that this model can effectively
trace the sources of APT attacks. Compared to traditional APT attack detection models based on sandboxes or abnormal
characteristics, this combined model significantly improves detection accuracy, precision, recall rate, and other performance

indicators.

Keywords: rail transit; cybersecurity; APT attack; attack source map; deep learning

AR, B RFEE B (advanced persistent threat,
APT) LA HAREF PR o . B BamictE my . BORTFBe
Z A SIS AR A PR EERE R, 8k AR K W 2% 22 42 1)
R — o AR TRIE ST IE AT I R el K
SR e ca T B N L 7/ B ER' B iR (5]
HRRE AR, RO 2 R BT 2022 47 4 1,

Wi HE: 2023-12-25  {&[EIHHR: 2024-05-16
—fE&: KHE, B, WL,

E€WME: FEREREHRFLZITRI(2023CKA362-1)

IA: KR E, 2, 5. EEETHEXBARNBHROSRIFEMAMENREAR]. HiRAZE

BRIER, NEFREIBEHMERE
BIEEE: B8, B, L, SRTIEM, NFREXBEBMNERE

PR ST IRIEG, B w] AR R s s
AT I HRAEL AN A ), IR TR 15 it ER 500 GB
B XA FEIEN R PRI R
FIM GSM-R [R5 EAE. 2020 4E 7 H, “MgEMh
7SR AR 150 24 TR 2R T
— RHIMLRICdT, ST 28 JRE K A RN bk v s

BZ=2W3R, 013200020808@crrcge.cc

BREMI, Ivmo.ck@crrcge.cc

, 2024, 37(4): 16-23.

ZHANG Hongjun, LYU Mo, GAO Yang. Advanced persistent threat (APT) detection technology for typical application

scenarios in urban rail transit[J]. Urban rapid rail transit, 2024, 37(4): 16-23.

16 URBAN RAPID RAIL TRANSIT



B, AFRHBE RS . RrbrdE R R RIA Bz, HAE
BebATEh e R 6 d J5, T e MLt 60 it 2 31 7 o
IR, ZEWS R VL IE R BT, 2018 4E 5 H, ik
A7 W4 3 WU B 14 (Rail Europe) s ) 4] 55 1 R Al 2, 47
RNZ TN A N TOT G, G T KRB
Hdls, KRS BIRSS REGE & T T EARM e
) APT Buili S EAT A 05 7 2 ik R BRIE HLA
F1Ry AR R ST 1) 1) 7

T B A AT APT Bl (o wF o & —
AN I RF AU . T8 I A 4 A TR 3
AJPIEFITREMG, — SRR ] DUl I T 4 i i A2
T APT Zrak ORI S5 . KOUR 205U Fil 4 Jie 19 2%
A7 B (CK ORI A T 45 1) 22 G (1CS) W9 28 4 3 ik ik
1T APT A7}y A5, 5 Wy 38 A8 18 3 48 Tt 1) & Mook 5
M . FHN G5 OTF T 3 AR 8 R A B A0
ARG APT BRI ST o 12 50 R D L3 2 )RR
EOJHOR, WPGEASE T R BT HEE RS RHE
PR, BERLYN R A, SO T A T Mk At
IBEE) APT Sreh fr il Fi By (8 50

ACAE FIAWEFERISERE L, B T USRS R
GE LMy, WA fE BIRSEds . 5 Ed.
ZERRBE it BN O A S B A L, 2
BN PIEASE RGN 5, TFREIH A
S S (APT) Bt (108 A A2 AW 5E o AEd T
BT AT T 1 R T A A AL K APT Boeh il
FRER L SRR APT SEARDIHH T &

1 APT U A i

X APT Bl (ORI 3 i = 2R Pk 25—k
SEAEG T NI T H AW SRS I APT 2878
By, e As R m AR, A s B ST
EFEIATN LA, THEEERSIUESRE, &
L P R ) B R G T A A Oday
TR R ) Bk, Oday I il i 01T A B 456 5 00 Ui i
XAPBEAT e LA T RAS I ok B8 =R R AR
L ORI APT Bubril s W K741, Mk 25
W5 R R SR IGER .

X APT s PRyl 2 v e bk =2 klik, 75 220K
JE 45 G REASENY 553 5 AT APT B @i, e gy
W 5 2T R TT B Wil o A A S i i e e e B
T RS AT Y APT BB T A5 LU R 3 A
Jil: SR APT Al RS0, 38 FH T S i W I A e e
Wi FR A SE s QU AT 5 I 8 RIS, i@ T4k

Bl T B8 X1 AT 5 R 19 5 R IFEE M A8 WA

HIELIM A RGP A P, AR AT A M %
T IR 37 B b R AR 1 APT it s @I T 45 g 8
A3 HT, TR T 2 O ) 4 RS A SIS AT B T 5
SV LK T U R TR APT 30it . DL R ik
LT BRI R T 9 5 109 APT Ko F & 40 i 5 4% 00
.
2 JETURER HIg sy APT 55
HE TS R 510 APT ST 4 0 4 3843
YU, I 1 FTR. fESUR SRR AR s B
st SUAGANT 2 O A B 11, 3 112 [l
I T SRR B SRR A S A B, B
GEAIZE . KB U I 52 A i 0 B AT
PERERE, I 8 T B9 P 0 BT R A

e T R
| o | S wwgow ||| SURLEIGRER
W I cecmfifb |
IR e T R
ettt
TR riale T-aly A SO N7, TR
I:—:—:—:—:—:—:—:—:—:—:—:—:—:—:—Jil —_ === == él
R ATy S spEEs |
fES) ol GEEY

BRI
Figure 1 APT Detection Platform
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Figure 2 Construction of APT attack source tracing graph model
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Figure 3 APT detection technology framework based
on deep traffic learning
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Figure 4 APT detection framework based on hybrid deep learning
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Figure 5 Performance comparison chart of different
models and CNN_LSTM
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Table 3 Comparison of model performance at each

stage of the APT attack
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